Oracle Database

Vault

Zastita podataka | aplikacija



»
Zasto Oracle Database Vault

m Nepovjerenje u privilegirane korisnike
(DBA,SA)

m Poslovne regulative (npr. Sarbanes Oxley)
m Podjela administrativnih poslova

m Hostanje aplikacija

m Konsolidacija baza podataka




Realms

Reports < ~

@ Multi-Factor
Authorization

ﬁ Separation of Duty




Sigurnosne mogucnosti | opcije

Enteprise Edition

Virtual Private
Database

RMAN Backup
Encryption

Secure Application
Roles

Dodatno licenciranje na EE

Advanced Security
Transparent Data Encryption
Database Vault

Label Security

Secure Backup



Sigurnosni rizici

m Kako da autoriziramo korisnike preko kriterija kao sto su
npr. vrijeme, mrezni protokol ili IP adresa

H.fl_rtual Database Se_t:un_e
Frivate Vault Application
Database Roles

m Kako da se zastitimo od korisnika koji imaju sistemske
privilegije kao npr. “"SELECT ANY TABLE”

il Iz ;
Database
Vault '
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Dostupnost | Uvjeti

m Dostupno za Oracle Database 10g Release 2

Samo verzija 10.2.0.3 za:

Linux (x86,x86-64, Itanium)

Windows (32bit, 64bit, Itanium)

Solaris SPARC 64bit

HP-UX PA-RISC 64bit

AIX 5L (64bit)

Label Security (nije potrebna licenca)

Enterprise Manager Database Control (ako koristimo GUI)
Bez ASM instance u istom ORACLE_HOME-u
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Zastita od SYSDBA

m  SYSDBA je najmocnija privilegija, korisnik spojen kao SYSDBA
moze vidjeti sve podatke u bazi podataka i njima manipulirati Cak i
ako je baza zasticena sa Virtual Private Database ili Label Security

m  OS korisnik koji pripada DBA grupi (na OS nivou) se moze spojiti na
bazu podataka sa SYSDBA privilegijom bez lozinke

m Posto je takva autentifikacija od OS-a, SA moze iskoristiti takvo
stanje

m Nakon Sto se instalira ODV ukida se takav naci autentifikacije
m  Onemogucava se spajanje kao SYSDBA
m Za vecinu operacija treba koristiti SYSOPER
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Ipak SYSDBA?

Data Guard

RMAN

Real Application Clusters
Automatic Storage Management

Za omoguciti SYSDBA nakon instalacije ODV-a
trebamo rekreirati password datoteku, | pnovno
Imamo omoguceno spajanje kao SYSDBA,

orapwd file=<File> password=<PW>
nosysdba=n



Podjela uloga

- svs |

connect / as sysdba

grant dba to david;
select * from
cott.emp;

create user david ...




Podjela uloga

| svs | 5

Oracle
grant WITH
select ott.emp; dv




Podjela uloga

{ DV_OWNER ]

{DV_ACCTMGR]

o

Data Security

create user
drop user

Other DBA stuff

SN
N

Oracle
WITH
dv

~



Podjela uloga

itd ..

Uloga: DBA DV_OWNER DV_ACCTMGR
Korisni¢ko ime: system dbv dbu
. up ry,_rad odrzavanje database | kreiranje i dropa
Zadace sa tablespace-ovima . .
vaulta nje korisnika
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Podjela uloga

m DV_OWNER (Database Vault Owner
Role) sve privilegije na DVSYS shemi

m DV_ADMIN (Database Vault
Configuration Administrator) lzvrsna
privilegija na DVSYS.DBMS MACADM

m DV _SECANALYST (Database Vault
Security Analyst) Select privilegija na
objekte DVSYS sheme
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Podjela uloga

a DV_ACCTMGR

Moze manipulirati userima i profilima
CREATE | DROP | ALTER USER
CREATE | DROP | ALTER PROFILE

Nemoze dropati ili alterirati DVSYS account




Struktura ODV-a

Realms

Command Rules

Factors

Rule Sets

Secure Application Roles



User executes S
select * from scott.emp

s the datalbasse account using
a system privilege to execute the SGL
statement?

Yeas

Does the SAL statement affect
objects securad by a realm?

Yeas

Is the databases account & realm
e or realm participant?

Yes

= the realm authorization for
the database account conditionally
based on a rule set?

Yes

Does the nule st evaluate to true?

Yas

Does a command rule prevent the

Yes command from executing ¥ MNo




RELM

- DBA gleda HR podatke

Zastita od insajdera

- HR DBA gleda Fin.

Eliminira sigurnosne
rizike kod
konsolidacije

ﬁelect * from HR.emp

DBA

HR DBA

FIN DBA
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Relm

m RELM je funkcionalno grupiranje shema i rola koje moraju biti
osigurane za danu aplikaciju

m Imamo nekoliko predefiniranih relmova (Oracle Data Dictionary,
Oracle Database Vault, Database Vault Account Management )

-- Create Realm / Role: DV_OWNER or DV_ADMIN

DBMS MACADM.CREATE_REALM(realm_name =>'Scott Schema
Realm', description => 'Realm for all SCOTT Objects’, enabled
=>"'YES', audit_options => 1);

-- Add Objects

DBMS MACADM.ADD_OBJECT_TO REALM(reaIm name =>
'Scott Schema Realm', object_owner =>'SCOTT', object_name
=>"'0%0', object_type =>'%');
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Relm vlasnik | participant

m Vlasnik relma

Moze svakom dati ili uzeti sigurnosne relm role baze
podataka

m Relm participant

Realm participant, moze pristupiti objektima u relmu sa
standardnom Oracel autentifikacijom.

DBMS MACADM.ADD_AUTH TO REALM(realm_name
=>'Scott Schema Realm', grantee =>'SYSTEM',
auth_options => 0); -- 0 Participan / 1 Owner
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Kreiranje Relm-a kroz GUI

Create Realm
(cancel) (0K)

Enable or disable the enforcements for objects protected by the realm and to control the auditing that occurs during this
enforcement.

General

* Name SCOTT REALM

Description |Realm to secure SCOTT schema

Status * Enabled
(" Disabled

Audit Options

" Audit Disabled
* Audit On Failure
" Audit On Success or Failure

(cancel I;;EJE)




" S
Osiguravanje objekata

Database Vault realms provide a capability to classify database schemas and database roles into functional groups in order to
provide fine-grained access control of the ability to use system level privileges against these types of database objects.

( Create)

\ Edit)-.\ Fiemnma)
— M EDmnIe Defined  |Objects ‘ Users :
Select Name Options | Realm? Protected? Authorized?  |Status|

" Database Vault Account Audit On v v v v
Management Failure

¢ Oracle Data Dictionary Audit On V¢ ¥ v ¥
Failure

" Oracle Database Vault Audit On V W v v
Failure

" Oracle Enterprise Manager Audit On v v v v
Failure

(% SCOTT REALM Audlit On X X v
Failure

L. Ed |t-) 4 Remove
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Osiguravanje objekata

Realm Secured Objects

'.CFEEL'[E )

Select Owner Object Type Object Name

Mo ltems Found

Realm Authorizations

| Create )

Select Grantee Authorization Options Authorization Rule Set Name

Mo ltems Found
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Osiguravanje objekata

Create Realm Secured Object

-,‘Iianl:el ) |1®

Define a database schema or database role that is protected by the realm.

Object Owner
scoTT v

Object Type
| TABLE |

Object Name

EMP

| Cancel ) h@
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Kreiranje vlasnika relma

Create Realm Authorization

(Cancel) (OK)

Define a database account or database role as either a realm owner or realm participant. Healm owners and realm participants can
use their system privileges against realm secured objects. Only realm owners can grant or revoke realm secured database roles.

Grantee

SCOTT [USER] ~|

Authorization Type

" Participant
%) Owner

Authorization Rule Set
<Non Selected> j

';‘Cancel) kﬁ)
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Osiguravanje objekata

Realm Secured Objects

( Create )

_Edit ) Remove )

Select Owner/ Obiect Type Object Name |
¢ SCOTT TABLE EMP |

[Edit)LRemnw)

Realm Authorizations

| Create )

 Edit ). Remove )

Select Grantee Authorization Options IAuthurIzatIun Rule Set Name |
& sCOTT Owner |

_Edit ) Remove )

| Cancel ) n'm
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Osiguravanje objekata

Realms

Database Vault realms provide a capabhility to classify database schemas and database roles into functional groups in order to provide
fine-grained access control of the ability to use system level privileges against these types of database objects.

-."Create )

| Edit )| Remoe )

Select Name

‘ Oracle Defined Objects Users |
Audit Options Realm? Protected? ‘Authorized? Status|
¢ Database Vault Account Audit On W ¥ v v
Management Failure
¢ Oracle Data Dictionary Audit On ¥ ¥ ¥ v
Failure
¢ Oracle Database Vault Audit On v ¥ ¥ v
Failure
¢ Oracle Enterprise Manager Audit On ¥ ¥ ¥ v
Failure
" SCOTT _REALM Audit On ¥ W ¥
Failure

-kEdit)-k'Reme)
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Osiguravanje objekata

SQL> select * from scott.emp;
select * from scott.emp

ERROR at line 1:

ORA-01031: Insufficient Privileges

SQL> select * from scott.dept;
DEPTNO DNAME LOC
10 ACCOUNTING NEW YORK
20 RESEARCH DALLAS
30 SALES CHICAGO
40 OPERATIONS BOSTON
sSQL>
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Rule Sets (skupovi pravila)

Rule Set je skup jednog ili vise pravila koja
povezujemo sa autorizacijom na realm,
raspodjelom faktora, komandnih pravila ili
zasticenih aplikacijskih rola.Rule Set moze biti
true ili false s obzirom na procjenu svakog
pravila koje i evaluacijski tip (Svi True ili bilo koji
True). Rule (pravilo) u rule setu je PL/SQL izraz
koji evaluira u T ili F. Jedno pravili moze
pripadati u vise skupova pravila.



Rule Sets

DBMS MACADM.CREATE_RULE_SET(
rule_set _name =>'ScottSecure’,

description =>'Only SSL Connection allowed’,
enabled =>"'YES',

eval _options =>1, --ALL

audit_options => POWER(2,1), --Audits whenever the
rule set is used

fail_options => 1,

fail_message => NULL,

fail _code => NULL,

handler_options => NULL,

handler => NULL);



Rules (pravila)

Rule (pravilo) u rule setu je PL/SQL izraz
koji evaluira u T ili F. Jedno pravilo moze
pripadati u vise skupova pravila.



Rules (pravila)

DBMS MACADM.CREATE_RULE(
rule_name =>'SecureClientConnection’,
rule_expr =>
'GET_FACTOR("Network_Protocol") =
"tops™);

-- Add Rule to the Ruleset

DBMS MACADM.ADD RULE TO RULE
_SET(

rule_set _name =>'ScottSecure’,
rule_name =>'SecureClientConnection’,
rule_order => 2,

enabled =>"YES');



Faktor

m Faktori su varijable ili atributi prepoznati od Oracle Data Vaulta poput
korisnikove lokacije, IP adrese ili sesije. Faktori se mogu koristiti za
aktivnosti poput autorizacije korisnika na bazu podatakaili kreiranje
filtrirajuce logike da onemogucimo vidljivost ili upravljivost podacima.

m Faktori se mogu koristiti u kombinaciji sa Rulovima i Rule Set-ima.

m  ODV pruza skup zadanih faktora ,mogu se kreirati vlastiti faktori bazirani na
ovim zadanim koristecCi svoje PL/SQL pristupne metode. Zadani faktori su:

Nacin autorizacije (Password- lokalni korisnik baze podataka ili
SYSDBA/SYSOPER korisnik koji korisit password file, Kerberose, SSL,
SYSDBA/SYSOPER OS,)

IP adresa korisnika

Domena baze podataka

Ime servera na kojem je baza podataka
Ime instance

IP adresa baze podataka

Ime baze podataka
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Faktor

DBMS MACADM.CREATE_FACTOR(
factor_name =>'Network_Protocol’,

factor_type name =>'Authentication Method',
description => 'Network protocol begin used for
communication’,

rule_set_name => NULL,

get_expr => NULL,

validate expr =>
'UPPER(SYS_CONTEXT("USERENV","IP_ADDRESS'
),

identify by => 1, --By Method

labeled by => 0, --By Self

eval_options => 0, --By Session

audit_options => POWER(2,0), --Always audits
fail_options => POWER(2,0)); --Shows an error
message.
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Command Rules (komandna
pravila)

Command rule su pravila koja stite jedan ili viSe objekata baze
podataka od SELECT, DDL i DML naredbi. command rules se grupiraju
u rule set-ovima. Command rule djeluju na svakog tko koristi SQL
izraze na objektima koje on stiti bez obzira na Realm u kojem se objekti
nalaze.

Command rule ima sljedece atribute:

m SQL izraz od kojeg CR Stiti

Vlasnistvo objekta na koji se primjenjuje CR
Objekt bazr podataka na koji se CR odnosi
Dali je CR aktiviran ili ne

|
|
|
m Odgovarajuci rule set CR-a
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Command Rules (komandna
pravila)

DBMS MACADM.CREATE_COMMAND_ RULE(
command =>"'CREATE USER’,

rule_set _name =>"'Can Maintain Accounts/Profiles’,
object_owner =>"'%',

object_name =>"'%',

enabled =>"YES');
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ODV Pravila i Faktori

- DBA sa udaljenog
racunala

Pravilo bazirano na IP DBA
adresi blokira akciju

alter system.......

3

- HR DBA pokusava napraviti
neautoriziranu akciju HRDBA  3Pm Monday
tijekom produkcije

Pravilo bazirano na
datumu i vremenu
blokira akciju



OTEURNOSNE APLIKACIJSKE

ROLE

U Oracle Database Vault-u, mogu se kreirati sigurnosne
aplikacijske role koje se aktiviraju sa Oracle Database
Vault skupom pravila. Svrha koristenja sigurnosnih
aplikacijskih rola je onemogucavanje korisnicima
pristupanje podacima van aplikacije. One prisiljavaju
korisnika da radi u aplikacijskom sucelju sa aplikacijskim
privilegijama koje su mu grantane rolama. Prednost baze
podataka koja sigurnost temelji na rolama u skupovima
pravila je to da tako imamo sigurnosnu politiku baze
podataka na jednom centralnom mjestu, nasuprot
drzanju aplikacijskih rola u svakoj pojedinoj aplikaciji.



User executes S
select * from scott.emp

s the datalbasse account using
a system privilege to execute the SGL
statement?

Yeas

Does the SAL statement affect
objects securad by a realm?

Yeas

Is the databases account & realm
e or realm participant?

Yes

= the realm authorization for
the database account conditionally
based on a rule set?

Yes

Does the nule st evaluate to true?

Yas

Does a command rule prevent the

Yes command from executing ¥ MNo




ODV Instalacija

Oracle Database Vault Installation - Installation Details

Specify Installation Details

Cloose an existing datakbase Orace Home for installing COracle Database wault, Specify the Datakbase
Weult Owvner and password. Optionalky, wou can create a separate Database YWault Account Manager to
prowide separation of duties between account management anc security policy management.

Destination Path: [,.fnran:lejll:lg ]
Ciatabase wault Owhner: [dwwner ]
Database Yault Ownhner Passwaord: [******** ] Confirm PAassword: |xrssxxxs ]

[ Create a Separate Account Manager

Ddldbrdse WAl A couril b Aarnayer. [DI"u"ElEEDLH"II ]

Arcount Manager Password: [******** ] Confirm Password: [******** ]

[ Froduct Languages. .. )

( Back | mext ) meran ) cancel




ODV Instalacija

Oracle Database Vault Installation - Installation Details

Specify Installation Details

Error
G Errorl: The Database Wault Owner password must be least 8 and at most 20 characters long. In
L addition, the password must cantain at least aone alphanumeric, onz digit. and one non-

alghanumeric character. The non-alphanumeric character must be one of the following: pounc(#),
pe-cent(3&), carati™), cdashi{-), underscorei_), plusi+), tildei~), gquestion mark(”, open bracket{[l,
close bracket(]d, periodd), or commad). Flease specifyw a walid Database Wault Owner password.

ErrorZ: The Account Manager password must be at least 8 and at most 20 characters long. In
addition, the password must contain at least one alphanumeric, onz digit, and one non-
alghanumeric character. The non-alphanumeric character must be one of the following: pounc(#),
pe-cent(3&), carati™), cdashi{-), underscorei_), plusi+), tildei~), gquestion mark(”, open bracket{[l,
rlnse brarket]d, perincdd 3, nr rnmmald Plrase sperify a3 walind Acrcnuant Manager passwnrrd

(1,9

( Product Languages. .. j

(: EBack: ” et :l(: Install :](: Cancel jl

b e
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ODV Instalacija

|

il Oracle Database Vault Installation - Existing Database - | %

Select Existing Database

The Oracle Database 1009 Eelease 2 databases listed below are running from the Oracle Home that
wou selected. The Oracle Database Yault option can be installed into one of them. The database which
thz Database Yault option is installed into must hawe Oracle Labal Security and Database Control

Szlect | Oracle Home Databaze Mame | =

“ joraclef10qg oralog

L B B - T A — ]

SEpecify and confirm the database's 575 password.

Existing Database 575 Password: [******** ] Confirm Password: [******** ]

(: Barck ][ Mext :)IC Irstall :)IC Cajcel :l

o




ODV Instalacija

-

AN\

Warning

The Oracle Database Yault installation will modify
tnary files in the selected Cracle Home. Pleace
shutdowen all processes (database instances,
listeners, Database Contraol, e1C.) running from the

selected Oracle Home befare proceeding swith the
installation.

CIK,




ODV Instalacija

-

"

w

Oracle Universal Installer: Product-Specific Prerequisite Checks -

Product-Specific Prerequisite Checks

The Installer werifies that wour environment meets all of the minimum recuirements for installing and
canfiguring the products that wou hawve chosen to install. You must manuallky werify and confirm the
iterns that are flagged with warnings and items that regquire manual checks. For details about

performring these checks, click the item and rewview the details in the box at the bottom of the wwinc o,

Check Twre Status
Checking operating swstem recuirements ... Autarmatic M I progress
Checking operating swstem package recuirements ... Autarmatic Fending...
horkiqnn arnol mararmotors At ormeatic Poncdinm -
4 2
Fetry | | Stop
)
Checking operating system recuirements ... -
-
Helg Installed Eroducts. .. EBacl: [lext Install Cancel

OoORACLE

o
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ODV Instalacija

11

2.

ol Oracle Universal Installer: Summary

Summary
Oracle Database Yault

ZGlobal Settings

—Source: frmpforaclejowidatabase_wvadlt_linux finstallf. . fstage fproducts. xml
—Jracle Home: foraclef1ag (oralog)

—Installation Twte: Enterprise Edition

ZProduct Languages

—Enaglish

—Lerman
F-Space Requirements
|—," Fequired 142ZME {includes 84MEB temporarsd | Lwvailable 24.01CE

Z—Upgrades (1 productH
L oracle One-off Patch Installer 10.2.0.2.1

i—New Installations & productsy
+-Already Installed (14 products)

Help Installed Products. .. Back =5 Install

.,

C_ancel

oRrACLE




ODV Instalacija

pl Oracle Universal Installer: Configuration Assistants - ®

Configuration Assistants

The following configuration assistants will configure and start the components wou selected earlier.

Tool Mame Status Twrae
Ordcle Dalabase waull

B COracle Database Yault One-2° Patch —— Part 1 In progress. .. Fecommended
Oracle Database YWault One-207F Fatch —- Part 2 FPending... Fecommended
dracle Database wWault One-2°F Patch —- Part 2 Pending... Fecommended
Oracle Database YWault Configuration Assistant Fending... Fecommended

Eetms Stop

Cetails {see full log at foracleforalrwentoryflogsfinstallActions2 006-059-04 _07-14-2&PM _log):
Ul lacatian D foraclef1ogfoui -
Lcg file location . foracleflog/fcfgioollogs fopatchfopatch—-2006 _Sep_04 _19-22-00-CEST _Mon. log

ApphSession applving interim patch 'S40e942 10 OH 'Joraclef 109"

Help Installed Froducts. .. Back (=R Install Cancel

oRrRACLE

L




ODV Instalacija

e T S

o Oracle Universal Installer: End of Installation - | ™

End of Installation

The installation of Oracle Database Yault was successful.

|

Help Installed Products. .. Bacl: [ [nstall Exnit

ORrRACLE

e -~
T T
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Nakon Instalacije

SQL> SELECT comp_name FROM dba_registry;
COMP_NAME

Oracle Label Security

Oracle Workspace Manager

Oracle Enterprise Manager

Oracle Database Catalog Views

Oracle Database Packages and Types

SQL> SELECT value

2 FROM v$option

3 WHERE parameter = 'Oracle Database Vault';
VALUE

TRUE

SQL> SELECT owner, tablespace_name, sum(bytes)

2 FROM dba_segments

3 WHERE owner IN ('DVF','DVSYS','VAULTOWN''VAULTMGR")
4 GROUP BY owner, tablespace_name

5 ORDER BY owner, tablespace_name;

OWNER TABLESPACE_NAME SUM(BYTES)

DVSYS SYSTEM 6881280
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Nakon Instalacije

SQL> SELECT owner, object_type, count(*)
2 FROM dba_objects

3 WHERE owner IN
('DVF','DVSYS','VAULTOWN','VAULTMGR’)
4 GROUP BY owner, object_type

5 ORDER BY owner, object_type;

OWNER OBJECT_TYPE COUNT(*)

DVF FUNCTION 17

DVF PACKAGE 1

DVF PACKAGE BODY 1
DVSYS EVALUATION CONTEXT 1
DVSYS FUNCTION 16
DVSYS INDEX 74

DVSYS LIBRARY 4

DVSYS LOB 1

DVSYS PACKAGE 35
DVSYS PACKAGE BODY 35
DVSYS PROCEDURE 6
DVSYS RULE 17

DVSYS RULE SET 7

DVSYS SEQUENCE 22
DVSYS SYNONYM 1

DVSYS TABLE 30

DVSYS TRIGGER 2

DVSYS VIEW 54
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Zakljucak

+ Dobra GUI implementacija ukoliko je Database Control
instaliran

(http:/I<host>:<port>/dva)

+ Moguca integracija u postojece aplikacijske sheme

- Jos nema dovoljno dokumentacije (posebno za bagove)
- Otezano je patchiranje (treba onemoguciti ODV prije
primjene patcha)
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Zakljucak

- Database vault donosi sa sobom nekoliko potpuno novih
mogucnosti koje se tiCu sigurnosti u Oracle bazi podataka

* Ne smije se zaboraviti da nakon instalacije ODV-a ni jedna
sistemska ANY privilegija nije ono §to je prije bila (ANY I=
ANY)

* Potrebna je striktna podjela zadataka unutar administracije
baze podataka jer ako toga nema ODV je bespotreban



" S
Pitanja?
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